What is HIPAA?
· Health Insurance Portability and Accountability Act
· Signed into Law August 21, 1996 (Public Law 104-191). 
· HIPAA is a regulation that gives patients/Residents greater access to their own medical records and more control over how their personally identifiable health information is used. The regulation also addresses the obligations of health care providers and health plans to protect health information. 
· In general, covered entities such as health plans, health care clearinghouses, and health care providers which conduct certain financial and administrative transactions electronically must comply with the HIPAA regulation.  

Why is HIPAA Important?
· HIPAA is important because there are potential penalties for non-compliance which apply to you as an individual and as an institution:
· HIPAA calls for severe civil and criminal penalties for noncompliance:
· fines up to $25K for multiple violations of the same standard in a calendar year.
· fines up to $250K and/or imprisonment up to 10 years for deliberate misuses of individually identifiable health information.

What is HIPAA the Principle?
· The concept of HIPAA’s Privacy and Security Regulations is simple:
· KEEP INDIVIDUALS’ HEALTH INFORMATION SECURELY CONFIDENTIAL

To Whom Does HIPAA Apply?
· Applies to:
· “Covered Entities”
· Health Plans, Health Clearinghouses and Health Care Providers
· “Business Partners” of covered entities
· Vendors, Consultants, Contracted service providers, Others

What Does HIPAA Mean Operationally?
· It’s all about Protected Health Information (PHI).
· HIPAA requires:
· procedural safeguards 
· physical safeguards and 
· electronic safeguards
· to protect the privacy and confidentiality of PHI. 

What is “Protected Health Information”?
· PHI means any information, whether oral or recorded, in any form or medium, that:
· Is created or received by a health care provider, health plan, public health authority, and/or Medicaid/Medicare; and
· Relates to past, present or future physical or mental health or condition of an individual, the provision of health care to an individual, or the past, present, or future payment for the provision of health care to an individual; and
· Permits identification of the individual or could reasonably be used to identify the individual.

What Do You Need To Know?
· What is confidential?
· “Protected Health Information” or “PHI”:
· any information that identifies who you are
· (as little as name, address and social security is PHI);
· past, present or future physical or mental health or condition                                                                                                                                                                                                        
· type of treatment or services provided; and/or
· past, present, or future payment for care provided.                                                                                                                                                                                                  
· Residents will have the right to file a grievance or complaint if they believe their privacy rights have been violated.

Protecting Residents’ Privacy
· As health care workers, you see and hear confidential information every day on the job.
· You get so accustomed to being around this kind of information that it is easy to forget how important it is to keep it private.
· Privacy and confidentiality is a basic right in our society. 
· Safeguarding that right is your ethical and legal obligation. 

Examples of Breaches
 “Small” seemingly innocent breaches, or activities that could lead to breaches:
· An employee “checking” the record of a friend or family member, in order to see how they are doing.
· Leaving Residents’ identifiable information on a computer screen that others can easily see.
· Neglecting to confirm accuracy of fax number before sending identifiable health information.
· Accessing the medical information regarding a Resident at the request of friends or family who are not entitled to that information.
· A high profile Resident is admitted and you say to your colleague, guess who I just took care of? …Joe Celebrity.
· Leaving work at the end of the day and leaving patient information out on your desk rather than in a folder.
· Verbally communicating PHI to fellow co-worker with excessive volume (yelling down the hall).
· Discussing patient information on your cell phone in public areas.
· Not closing a privacy curtain when discussing patient information.
· Not logging off computer when you leave the area.

When is an Authorization to Release PHI Required?
· If the use or disclosure is for something other than treatment, payment or health care operations.
· Exceptions:
· Specific authorization is required for use and disclosure of specifically protected or privileged information, such as HIV testing, genetic testing, alcohol and drug abuse records (Federal Confidentiality Act, 42 CFR Part 2), domestic violence counseling, sexual assault counseling, psychotherapy notes.
· Disclosures required by law. 

Key Definitions Under HIPAA: You May Use or Disclose PHI If It Is For...
· General Rule:
· Treatment: providing, managing and coordinating care; consulting with other care providers; and referring a patient to other providers.
· Payment: provider’s request for reimbursement, eligibility and medical necessity determinations, claims management and related activities.
· Health Care Operations: quality assessment and improvement, evaluation of providers, training, legal services, auditing, compliance, and other business and administrative operations,

Reasons for Releasing Confidential PHI
· Providers are required to report certain communicable diseases to state health agencies:
· The Food and Drug Administration (FDA) requires that certain information about medical devices that break or malfunction be reported.
· To inform appropriate agencies during disaster relief.
· To inform family members or other identified persons involved in the Residents’ care, or notify them on Resident location, condition or death.

Safe Information Practices
· Confidential subjects are discussed only in a private setting (not in public places such as cafeterias, elevators, and etc.).
· Cautious use of cellular phones, PDA’s, e-mail and faxes for confidential information.
· Hard copy documents are secured (kept out  of sight) of unauthorized persons.
· No talking or yelling in the hallway outside the Resident’s room.
· Following Sayre’s policies and procedures for release and disclosure of health information.
· Write medical notes as if the Resident were reading it over your shoulder.
· Do not discuss care issues such as test results in  the Resident’s room without drawing the privacy curtain and shutting the door. 
· Faxes are the least controllable type of communication.
· ALWAYS use a cover sheet with a confidentiality statement and your location and phone number even on internal faxes.
· Never leave faxes sitting on fax machines unattended.
· It is critically important when faxing information:
· to verify the sender has the correct fax number; and 
· that the fax machine is in a secure location, and/or the receiver is available immediately to receive the fax. 

What Can You Do? Be On Your Guard
· Your responsibility for protecting resident privacy and confidentiality does not end with your work shift.
· Don’t divulge any Resident information when in an informal atmosphere or social setting.
· If asked about a Resident, simply reply “I’m sorry, that information is confidential”.
· Respect everyone as if they were your family member! 

Q&A:  Privacy
· HIPAA allows identifiable health information to be shared among health care entities on a need-to-know basis for certain purposes (without obtaining a signed authorization).  
· What are these reasons?
· Example: A Resident is being taken by ambulance to the hospital.  The nurse at the hospital calls and asks for Resident’s medical records.
Answer
· Identifiable health information may be shared 
· among health care providers for TPO: 
· treatment;
· payment; and
· health care operations.     
· Therefore, since the information was needed by the hospital for treatment purposes this would be allowed without written authorization. 

Q&A:  Privacy in Job Roles
· Olivia is a nurse. She has completed her evening shift and is in the employee break room. Another nurse coming on for the day says she heard that Mr. Smith, a Resident at Sayre, was transferred to the hospital because he had injured himself. She asks Olivia what the Resident did to himself. 
· How should Olivia respond?  
· What are the risks here? 
Answer
· Olivia should ask herself if this meets the need to know criteria, if the nurse coming on was not going to be treating this Resident, then Olivia should state that she can’t discuss the case because of confidentiality.
· Employees should limit the amount of PHI discussed in open work areas such as the employee break room, cafeteria or nursing station.

Q&A:  Privacy in Job Roles
· A Resident must be transported via ambulance to the local hospital for an x-ray of his femur. Once the EMTs arrive, the nurse and EMT start to discuss the Resident’s condition at the nurses’ station.  As the Resident is taken out of the building, the nurse follows along with the EMT to ensure safe transport of the Resident.  As they are traveling down the hallway, the nurse yells back to the nurses station, “Mr. Smith is going to have his x-ray now.” In the facilities front lobby, they proceed to discuss the Resident.  At one point during the conversation, the nurse states to the EMT that he may need to cover his nose because this Resident had horrible body odor and that he refused to bathe. The Resident’s wife overhears this statement and is VERY upset!!! 
· What information is allowed and disallowed in this situation?  
· What are the risks here? 
Answer
· HIPAA allows identifiable health information to be shared among health care entities on a need-to-know basis for certain purposes.  However, in this example, the Resident’s hygiene habits are not related to a possible fracture to his femur. There should be no communication regarding any information other than that related to the transport for x-ray.
· In addition, confidential subjects are discussed only in a private setting, not in public places such as hallways or in the front lobby. In addition, you should never yell down a hallway or in a public area.

Key Points: Keep Your Actions Reasonable
· All health information is protected whether it is spoken, written in a record or written and stored electronically.
· View every decision about use and disclosure of health information through the lens of:
·  Treatment;
·  Payment;
·  Hospital Operations; and 
·  The minimum necessary information to get    
· the job done.

HIPPA HYPOTHETICAL #1
· Joe is a registered dietician at the hospital.  Joe is responsible for all patients on the second floor of the acute care wing of the hospital.  Worried about the outbreak of swine flu, Joe accesses the electronic medical records of the patients he is in charge of to see how many are in the hospital with swine flu.  In accessing the patients records, Joe also checks on other aspects of the patients including what medications they are taking.  After this, Joe goes about his normal routine of giving instructions to the dietary department regarding the preparation of meals for his patients.
· Has Joe violated HIPAA?
He did not violate HIPAA.  Treatment, payment, hospital operations and being part of the team.  Joe needs to look at the records to see food allergies, certain medications with food contraindications.  Big example is grapefruit since many drugs have problems with it.  What if the patient is diabetic?  Must plan the diet accordingly in this case.  Those were Joe’s patients so he is allowed to access those records.  Joe can only access information that is needed for his portion of the treatment of the patient.  No need for HIV or Hepatitis C status to be looked up for example.

HIPAA HYPOTHETICAL #2
· Dr. Dan is working the night shift in the ED when two adults present with their 2-year old daughter, Natasha, who they say fell out of her bed and may have broken her leg.  Dr. Dan immediately screens Natasha and gets her x-rayed and determines that her leg is indeed fractured.  Dr. Dan pulls the medical records on Natasha and see that just 2 months ago, Natasha was again brought to the ED with suspicion of a sprained or broken wrist.  Luckily, on that occasion, Natasha’s wrist was just sprained.  The medical record from that visit states that Natasha hurt her wrist when she fell out of bed.  Dr. Dan calls the on-call orthopedist, who comes to the hospital and sets Natasha’s broken leg.  Next, Dr. Dan calls local law enforcement and the state social services agency to report what he suspects to be child abuse, identifying Natasha and her parents by name.  
· Has Dr. Dan violated HIPAA? 
No this is one of the big exceptions.  Specific statutes require health care workers to notify authorities in certain events, one of them being abuse or neglect of a child. 
